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About this Guide

These release notes accompany AppViewX Release v2024.0.4.0 for the CERT+ and AVX Buddy module.
They describe new features, enhancements, known fixed issues, and known limitations in the software.

Intended Audience

» Customers using AppViewX v2024.0.4.0

Text Conventions

The following text conventions are used in this document:

Convention Description
boldface _ _
Boldface type indicates graphical user interface elements associated with
an action, or terms defined in text or the glossary.
italic

Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

Convention Description

codeblock Indicates commands within a paragraph, URLs, code in examples, text that

appears on the screen, or text that you enter.




Convention Description

codeblock Indicates commands within a paragraph, URLs, code in examples, text that

appears on the screen, or text that you enter.




Chapter 1. New Features

This section describes the new features in the AppViewX v2024.0.4.0 release.

AVX Buddy

AppViewX has introduced Natural Language Processing-based documentation support in the following
areas:

» Context-Sensitive Help: In-product, context-sensitive help provides targeted guidance based on user
actions, enhancing usability and efficiency.

» Use Case Documentation for CERT: Detailed documentation with practical examples and step-by-
step guidance for specific CERT+ use cases.

» Conversational Support: Conversational support for documentation across all product lines, offering

dynamic assistance to users.

[ Note: Click here for Terms of Use. j

CERT+

The following new features are included in AppViewX CERT+.

« Bulk Push support for Root and Intermediate Truststore certificates in PEM format is now available for
Generic Linux systems. This streamlines certificate deployment, saves time, ensures consistency, and
reduces manual errors across multiple servers.

» Support for pushing certificates with the same Common Name (CN) but different Serial Numbers
into JKS for Generic Linux systems is now enabled. This improves flexibility, reduces conflicts, and
simplifies management by allowing multiple distinct certificates in a single JKS, enhancing security and
efficiency.

« Support for Certificate-Based Authentication with Sectigo CA is now available, enabling secure user
authentication through digital certificates. This reduces reliance on passwords, minimizes security risks,
and ensures compliance with authentication standards, providing a reliable and scalable solution for
enhanced security.

« Support for special characters has been enabled in the following fields on the creation page:

Certificate Groups: The following special characters are now allowed: ().-/,+&_

Platform

The following special characters are now allowed in AppViewX Platform.
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New Features

* User First Name & Last Name:The following special characters, along with alphanumeric and French
characters, are allowed: /,.+&"-_()

* Role: All special characters, except <, are allowed, along with French characters and alphanumeric.

« User Group: All special characters, except <, are allowed, along with French characters and

alphanumeric.

» Resources: All special characters, except <, are allowed, along with French characters and

alphanumeric.

These updates will be activated via database scripts upon request. The existing functionality will remain
intact and unaffected by this change. It is essential to obtain sign-off on customer-specific workflows

from Global Services before enabling the scripts.
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Chapter 2: Enhancements

This section does not include any enhancements in the AppViewX v2024.0.4.0 release.
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Chapter 3: Bug Fixes

This section lists the fixed bugs in the AppViewX v2024.0.4.0 release.

CERT+

The following bugs are fixed in AppViewX CERT+.

* The issue preventing the discovery of Azure App ID PFX certificates has been resolved. PFX
certificates configured on Azure App Services are now correctly detected, and the associated Azure
service is marked as "managed" in Cert+. This improvement ensures accurate certificate management,
reducing manual effort and enhancing security and efficiency.

« The issue where certificates discovered via CSC Global were not moving to inventory and showing a
"failed" status has been resolved. Certificates are now successfully added to the inventory, improving
management, tracking, and security for customers.

 The issue where the connector failed when work orders were in the In Progress state has been
resolved. This fix ensures smooth operation, improving workflow efficiency and reducing downtime for
customers.
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Chapter 4. Known Issues

This section does not include any known issues in the AppViewX v2024.0.4.0 release.
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Chapter 5: Known Limitations

This section includes the known limitations in the AppViewX v2024.0.4.0 release.

CERT+

The following known limitation is included in AppViewX CERT+.

« In the upcoming release, the "Reissue" option for client certificates will be removed. This change is
being implemented due to the deprecation of client certificate reissuance by Sectigo CA, which has

been causing failures during reissuance attempts.
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